X Session Management Library

X Consortium Standard

Ralph Mor, X Consortium



X Session Management Library: X Consortium Standard
by Ralph Mor

X Version 11, Release 7.7

Version 1.0
Copyright © 1993, 1994 X Consortium

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated documentation files (the “ Software”),
to deal in the Software without restriction, including without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense, and/
or sell copies of the Software, and to permit persons to whom the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED “AS IS’, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT
LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE X CONSORTIUM BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN
ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE
USE OR OTHER DEALINGS IN THE SOFTWARE.

Except as contained in this notice, the name of the X Consortium shall not be used in advertising or otherwise to promote the sale, use or other
dealings in this Software without prior written authorization from the X Consortium.

X Window System is a trademark of The Open Group.




Table of Contents

1. Overview Of SeSSIoN ManNagEMENT .........uu ittt e e e e enaans 1
2. The Session Management LibIary ..........ooveeuuioiiii e 2
3. Understanding SMIib's Dependence 0N ICE ............iiiiiiiiiieiiiie et 3
4. Header Files and Library NAIME .......ccoouuiiiiiii e 4
5. Session Management Client (SMC) FUNCLIONS ...........iiiiiiiiiiiiii e 5
Connecting to the SESSION MaNAJES ......ocvuiiiiiiii e 5

The Save Yoursalf CallDack ........coouuuiiiiiii e 7

The Die CallDACK .....cceeeiieeei e 8

The Save Complete CallbDaCK ........ccoeuuiiiiii e 8

The Shutdown Cancelled Callback ..........cooouuiiiiiiiiiie e 9

CloSiNg the CONNECLION .........iiiiii ettt e e et e e e enb e eees 9
MOIfyiNg CallDACKS .......euiieiiii e e 10
Setting, Deleting, and Retrieving Session Management Properties...........ocoevveeiiiinieeennnnnn. 10
Interacting With the USEr ... 11
RequeSting & SAVE YOUISEIT ...oouiiiii et 12
Requesting a Save YOUursalf Phase 2 ..........iiiiiiie e 12
Completing @ SAVE YOUISEIT ..o e 13
Using Smc Informational FUNCLIONS ........ccoouuiiiiiiiii e 13
Error HandliNg ........ooeeiieiiei ettt 14

6. Session Management Server (SMS) FUNCHIONS .........uiiiiiiiiiiii e 15
INitializiNg the LIDrary ........ooooeiiii e 15

The Register Client CallDack ...........oooiiiiiiiiii e 17

The Interact Request Callback ............coouuiiiiiiiiiii e 18

The Interact Done Callback .......... ..o 18

The Save Yourself Request Callback ............oooiiiiiiiiiiiiii e 19

The Save Yourself Phase 2 Request Callback ...........cooovviiiiiiiiii 19

The Save Yourself Done Callback ............ccoouuiiiiiiiiiii e 19

The Connection Closed Callback ..........ccuuuiiiiiiiiiiii e 20

The Set Properties Callback ..........coouuiiiiiiii e 20

The Delete Properties Callback ............coouuuiiiiiiiiiiiii e 21

The Get Properties CallDack ...........oooiiuiiiiiii e 21
Registering the CHIEN ......... e e e e eees 21
Sending @ Save YOUrSElf MESSA0E ......uuiiiiiii et 22
Sending a Save Yourself Phase 2 MESSAgE ... ciiiviii it 23
Sending an INTEraCt IMESSBOE .....u.cieiie ettt ettt et e e e enaans 23
Sending a Save CompPIEte MESSA0E .......uuiiiiiii e 23
SENAING @ DIE MESSATE ... eeeiiiie ettt ettt ettt 23
Cancealling @ SNULAOWN .......uuiiii e 23
RELUMNING PrOPEITIES ....oeei ettt e e 24
PINGING @ CHENE ..eeee ettt ettt e e et eeeaa s 24
Cleaning Up After @ Client DiSCONNECES .......cccuuuiiiiie ettt ettt 24
Using Sms Informational FUNCLIONS ............oiieriiiiiii e 24
Error HandliNg ........oieeiieiee ettt 25

7. Session Management ProPErtiES ........cieuee ettt et e e e e e 27
8. FIEAING D@LA ... ceeiti et 30
9. AULhentiCation OF CHIENES ........iiiiii e e e e e e e e enaans 31
10. Working in a Multi-Threaded ENVIrONMENT ...........oiiiiiiiiiiiiii e 32
11, ACKNOWIEOGEIMENLS ..ottt ettt ettt et e e et eeere s 33




Chapter 1. Overview of Session
Management

The purpose of the X Session Management Protocol (XSMP) isto provide a uniform mechanism for usersto save and
restore their sessions. A session is a group of clients, each of which has a particular state. The session is controlled
by a network service called the session manager. The session manager issues commands to its clients on behalf of
the user. These commands may cause clients to save their state or to terminate. It is expected that the client will save
its state in such a way that the client can be restarted at a later time and resume its operation as if it had never been
terminated. A client's state might include information about the file currently being edited, the current position of the
insertion point within the file, or the start of an uncommitted transaction. The means by which clients are restarted
is unspecified by this protocol.

For purposes of thisprotocol, aclient of the session manager is defined as a connection to the session manager. A client
istypically, though not necessarily, a process running an application program connected to an X display. However, a
client may be connected to more than one X display or not be connected to any X displays at all.




Chapter 2. The Session Management
Library

The Session Management Library (SMlib) is alow-level "C" language interface to XSMP. It is expected that higher
level toolkits, such as Xt, will hide many of the details of session management from clients. Higher level toolkits might
also be developed for session managersto use, but no such effort is currently under way.

SMlib has two partsto it:
» One set of functions for clients that want to be part of a session
» One set of functions for session managers to call

Some applications will use both sets of functions and act as nested session managers. That is, they will
be both a session manager and a client of another session. An example is amail program that could start
atext editor for editing the text of a mail message. The mail program is part of a regular session and, at
the sametime, is also acting as a session manager to the editor.

Clients initialize by connecting to the session manager and obtaining a client-1D that uniquely identifies
them in the session. The session manager maintains alist of propertiesfor each client in the session. These
properties describe the client's environment and, most importantly, describe how the client can berestarted
(viaan SmRestartCommand). Clients are expected to save their state in such away as to alow multiple
instantiations of themselves to be managed independently. For example, clients may use their client-1D as
part of afilename in which to store the state for a particular instantiation. The client-1D should be saved
as part of the SmRestartCommand so that the client will retain the same ID after it is restarted.

Oncetheclient initializesitself with the session manager, it must be ready to respond to messages from the
session manager. For example, it might be asked to saveits state or to terminate. |n the case of a shutdown,
the session manager might give each client a chance to interact with the user and cancel the shutdown.




Chapter 3. Understanding SMlib's
Dependence on ICE

The X Session Management Protocol is layered on top of the Inter-Client Exchange (ICE) Protocol. The
I CE protocol isdesigned to multiplex several protocolsover asingle connection. Asaresult, working with
SMlib requires alittle knowledge of how the ICE library works.

The ICE library utilizes callbacks to process messages. When a client detects that there is data to read on
an ICE connection, it should call thel cePr ocessMessages function. | cePr ocessMessages will
read the message header and look at the major opcode in order to determine which protocol the message
was intended for. The appropriate protocol library will then be triggered to unpack the message and hand
it off to the client via a callback.

The main point to be aware of isthat an application using SMlib must have some code that detects when
there is datato read on an |CE connection. This can be doneviaasel ect call on the file descriptor for
the ICE connection, but more typically, Xt AppAddl nput will be used to register a callback that will
invoke | cePr ocessMessages each timethereis datato read on the | CE connection.

To further complicate things, knowing which file descriptorsto call sel ect onrequiresan understanding
of how ICE connections are created. On the client side, a call must be made to Sht OpenConnect i on
in order to open a connection with a session manager. Snt OpenConnect i on will internally makea call
into | ceCpenConnect i on whichwill, in turn, determine if an |CE connection already exists between
the client and session manager. Most likely, a connection will not already exist and anew |CE connection
will be created. The main point to be aware of is that, on the client side, it is not obvious when ICE
connections get created or destroyed, because connections are shared when possible. To deal with this, the
ICE library letsthe application register watch proceduresthat will beinvoked each time an | CE connection
is opened or closed. These watch procedures could be used to add or remove | CE file descriptors from the
list of descriptorsto call sel ect on.

On the session manager side, thingswork abit differently. The session manager has complete control over
the creation of 1CE connections. The session manager hasto first call | ceLi st enFor Connect i ons
in order to start listening for connections from clients. Once a connection attempt is detected, | ceAc-
cept Connect i on must be called, and the session manager can simply add the new | CE file descriptor
to thelist of descriptorsto call sel ect on.

For further information on thelibrary functionsrelated to | CE connections, see the “ Inter-Client Exchange
Library” standard.




Chapter 4. Header Files and Library
Name

Applications (both session managers and clients) should include the header file <X11/ SM SM i b. h>.
This header file defines all of the SMIib data structures and function prototypes. SM i b. h includes the
header file<X11/ SM SM h>, which defines al of the SMlib constants.

Because SMlib is dependent on I CE, applications should link against SMlib and ICElib by using “- | SM
-1 1 CE".




Chapter 5. Session Management Client
(Smc) Functions

This section discusses how Session Management clients:

» Connect to the Session Manager

» Close the connection

» Modify callbacks

» Set, delete, and retrieve Session Manager properties

 |nteract with the user

* Request a“Save Y ourself”

* Request a“Save Yourself Phase 2"

» Complete a“Save Y ourself”

* Use Smc informational functions

» Handle Errors

Connecting to the Session Manager

To open a connection with a session manager, use St QpenConnect i on

SncConn  SntOpenConnection(network ids |ist, context, Xxsnp_nmjor_rev,

XSnmp_m nor_rev,

mask, cal | backs, previous_id, client_id ret,

error_length, error_string ret);

network ids_|ist

cont ext

XSnp_maj or _rev

XSnmp_m nor _rev

mask

cal | backs

previous_id
client_id_ret

error_length

Specifies the network 1D(s) of the session manager.

A pointer to an opague object or NULL. Used to determineif an ICE connection
can be shared (see below [6]).

The highest major version of the XSMP the application supports.

The highest minor version of the XSMP the application supports (for the spec-
ifiedxsnp_maj or _rev).

A mask indicating which callbacks to register.

The callbacksto register. These callbacks are used to respond to messages from
the session manager.

The client 1D from the previous session.
Theclient ID for the current session is returned.

Length of theerror _string_ret argument passedin.
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error_string_ret Returnsanull-terminated error message, if any. Theerror _string_ret ar-
gument pointsto user supplied memory. No morethaner r or _| engt h bytes
are used.

The network_ids _|ist argument is a null-terminated string containing a list of network 1Ds
for the session manager, separated by commas. If network i ds_|i st is NULL, the value of the
SESSI ON_ MANAGER environment variable will be used. Each network 1D has the following format:

t cp/ <host name>: <port nunber > or

dec- or
net / <host nanme>: : <obj name>

| ocal / <host name>: <pat h>

An attempt will be made to use thefirst network ID. If that fails, an attempt will be made using the second
network ID, and so on.

After the connection is established, St OQpenConnect i on registers the client with the session manag-
er. If the client is being restarted from a previous session, pr evi ous_i d should contain a null termi-
nated string representing the client 1D from the previous session. If the client is first joining the session,
previ ous_i d shouldbesetto NULL. If previ ous_i d isspecified but is determined to be invalid by
the session manager, SMlib will re-register the client with pr evi ous_i d set to NULL.

If SmcOpenConnect i on succeeds, it returns an opaque connection pointer of type SncConn and the
client_id_ret argument contains the client ID to be used for this session. Thecl i ent _i d_r et
should be freed with acall to f r ee when no longer needed. On failure, Snc OpenConnect i on returns
NULL, and the reason for failureisreturnedinerror _string_ret.

Note that SMlib uses the ICE protocol to establish a connection with the session manager. If an ICE
connection aready exists between the client and session manager, it might be possible for the same ICE
connection to be used for session management.

The context argument indicates how willing the client isto share the | CE connection with other protocols.
If context is NULL, then the caller is always willing to share the connection. If context is not NULL, then
the caller is not willing to use a previously opened | CE connection that has a different non-NULL context
associated with it.

As previously discussed (section 3, “Understanding SMlib's Dependence on ICE”), the client will have to
keep track of when ICE connections are created or destroyed (using | ceAddConnect i onWat ch and
| ceRemoveConnect i onWat ch andwill havetocal | cePr ocessMessages eachtimeasel ect

shows that there is data to read on an ICE connection. For further information, see the “Inter-Client Ex-
change Library” standard.

The callbacks argument contains a set of callbacks used to respond to session manager events. The mask
argument specifies which callbacks are set. All of the callbacks specified in this version of SMlib are
mandatory. The mask argument is necessary in order to maintain backwards compatibility in future ver-
sions of thelibrary.

The following values may be ORed together to obtain anask value:

SntSaveYour sel f ProcMask
SncDi ePr ocMask

SntSaveConpl et ePr ocMask

Snt Shut downCancel | edPr ocMask

For each callback, the client can register a pointer to client data. When SMlib invokes the callback, it will
pass the client data pointer.
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typedef struct {

struct {
SntSaveYour sel f Proc cal | back;
SnPoi nter client_data;

} save_yoursel f;

struct {
SntDi eProc cal | back;
SnPoi nter client_data;
} die;

struct {
SntSaveConpl et eProc cal | back;
SnPoi nter client_data;

} save_conpl et e;

struct {
Snt Shut downCancel | edProc cal | back;
SnPoi nter client_data;

} shutdown_cancel | ed;

} SntCal |l backs;

The Save Yourself Callback

The Save Y ourself callback is of type Snt SaveYour sel f Proc

typedef void (*SaveYourselfProc)(snc_conn, «client_data, save_type,
shutdown, interact _style, fast);

snt_conn The session management connection object.
client_data Client data specified when the callback was registered.
save_type Specifies the type of information that should be saved.
shut _down Specifiesif a shutdown is taking place.

i nteract _style Thetypeof interaction alowed with the user.
f ast if True, then client should save its state as quickly as possible.

The session manager sends a “ Save Y ourself” message to a client either to checkpoint it or just before
termination so that it can save its state. The client responds with zero or more callsto Snt Set Pr oper -

t i es to update the properties indicating how to restart the client. When all the properties have been set,
the client calls Snc SaveYour sel f Done

Ifi nteract _styl eisSnl nt er act St yl eNone theclient must not interact with the user while sav-
ing state. If i nt eract _styl e isSnl nt eract St yl eErr or s the client may interact with the user
only if an error condition arises. If i nt er act _styl eisSm nt er act St yl eAny then the client may
interact with the user for any purpose. Because only one client can interact with the user at atime, the
client must call Sntl nt er act Request and wait for an “Interact” message from the session manager.
When the client is done interacting with the user, it calls Sntl nt er act Done The client may only call
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Sntl nt er act Request after it receives a“ Save Yourself” message and before it calls St SaveY-
our sel f Done

If save_t ypeisSnSavelLocal theclient must update the propertiesto reflect its current state. Specif-
ically, it should save enough information to restore the state as seen by the user of this client. It should
not affect the state as seen by other users. If save_t ype isSnBaved obal the user wants the client
to commit all of its data to permanent, globally accessible storage. If save_t ype is SnSaveBot h the
client should do both of these (it should first commit the data to permanent storage before updating its
properties).

Some examples are as follows:

* If aword processor were sent a“ Save Y ourself” with atype of SnSavelLocal it could create atempo-
rary filethat included the current contents of the file, the location of the cursor, and other aspects of the
current editing session. It would then update its SmRestartCommand property with enough information
to find this temporary file.

« If aword processor were sent a“ Save Y ourself” with atype of SnSaved obal it would simply save
the currently edited file.

 If aword processor were sent a“Save Yourself” with atype of SmSaveBot h it would first save the
currently edited file. It would then create atemporary file with information such as the current position
of the cursor and what file is being edited. Finaly, it would update its SmRestartCommand property
with enough information to find the temporary file.

The shut down argument specifies whether the system is being shut down. The interaction is different

depending on whether or not shutdown is set. If not shutting down, the client should save its state and wait

for a“Save Complete” message. If shutting down, the client must save state and then prevent interaction

until it receives either a“Di€” or a“ Shutdown Cancelled.”

Thef ast argument specifies that the client should save its state as quickly as possible. For example, if
the session manager knows that power is about to fail, it would set f ast to Tr ue.

The Die Callback

The Die callback is of type SncDi ePr oc

typedef void (*SntDi eProc)(snt_conn, client _data);

snt_conn The session management connection object.

client_data Client dataspecified when the callback was registered.

The session manager sendsa“ Die” messageto aclient when it wantsit to die. The client should respond by

calling Smcd oseConnect i on. A session manager that behaves properly will send a*“ Save Y ourself”
message before the “Die” message.

The Save Complete Callback
The Save Complete callback is of type Snt SaveConpl et ePr oc
typedef void (*SncSaveConpl eteProc) (snc_conn, client_data);

snt_conn The session management connection object.
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client_data Client dataspecified when the callback was registered.

The Shutdown Cancelled Callback

The Shutdown Cancelled callback is of type Snt Shut downCancel | edPr oc

typedef void (*SncShutdownCancel | edProc) (snc_conn, client_data);
snt_conn The session management connection object.

client_data Client dataspecified when the callback was registered.

The session manager sendsa* Shutdown Cancelled” message when the user cancelled the shutdown during
aninteraction (see section 5.5, “ Interacting With the User”). The client can now continue asif the shutdown
had never happened. If the client has not called SntSaveYour sel f Done yet, it can either abort the
save and then call Snc SaveYour sel f Done with the success argument set to Fal se or it can continue
with the save and then call SntSaveYour sel f Done with the success argument set to reflect the
outcome of the save.

Closing the Connection

To close a connection with a session manager, use Snt Cl oseConnect i on

Sncd oseSt at us SncC oseConnecti on(snc_conn, count, reason_mnsgs);
snt_conn The session management connection object.

count The number of reasons for closing the connection.

reason_nsgs Thereasonsfor closing the connection.

Ther eason_nsgs argument will most likely be NULL if resignation isexpected by the client. Otherwise,
it contains a list of null-terminated Compound Text strings representing the reason for termination. The
session manager should display these reason messages to the user.

Note that SMlib used the ICE protocol to establish a connection with the session manager, and various
protocols other than session management may be active on the I CE connection. When SncCl oseCon-

necti on iscaled, the ICE connection will be closed only if al protocols have been shutdown on the
connection. Check the ICElib standard for | ceAddConnect i onV\at ch and | ceRenpveConnec-

t i onW\at ch to learn how to set up a callback to be invoked each time an ICE connection is opened or
closed. Typicaly this callback adds/removes the | CE file descriptor from the list of active descriptors to
call sel ect on (or calls Xt AppAddI nput or Xt Renovel nput).

SntC oseConnect i on returns one of the following values:

» Sntd osedNow - the ICE connection was closed at this time, the watch procedures were invoked,
and the connection was freed.

* SntC 0sedASAP - an |O error had occurred on the connection, but St Cl oseConnect i on is
being called within a nested | cePr ocessMessages The watch procedures have been invoked at
this time, but the connection will be freed as soon as possible (when the nesting level reaches zero and
| cePr ocessMessages returnsastatus of | cePr ocessMessagesConnecti onCl osed

e SntConnect i onl nUse - the connection was not closed at thistime, becauseit isbeing used by other
active protocols.




Session Management
Client (Smc) Functions

Modifying Callbacks

To modify callbacks set up in SntOpenConnect i on use SntModi f yCal | backs

voi d SncModi fyCal | backs(snc_conn, nask, call backs);

sntc_conn  The session management connection object.

mask A mask indicating which callbacks to modify.

cal | backs Thenew callbacks.

When specifying avalue for the mask argument, the following values may be ORed together:

SntSaveYour sel f ProcMask
SntDi ePr ocMask

Snt SaveConpl et ePr ocMask

Snt Shut downCancel | edPr ocMask

Setting, Deleting, and Retrieving Session Man-
agement Properties

To set session management properties for this client, use Snc Set Pr operti es
voi d SntSet Properties(snc_conn, num props, props);
snt_conn  The session management connection object.

num props The number of properties.

props Thelist of propertiesto set.

The properties are specified as an array of property pointers. Previously set property values may be over-
written usingthe Snc Set Pr oper t i es function. Note that the session manager isnot expected to restore
property values when the session is restarted. Because of this, clients should not try to use the session
manager as a database for storing application specific state.

For a description of session management properties and the SmProp structure, see section 7, “Session
Management Properties.”

To delete properties previously set by the client, use SncDel et eProperti es

voi d SntDel et eProperties(snc_conn, num props, prop_namnes);
snt_conn The session management connection object.

num props  Thenumber of properties.

prop_nanes Thelist of propertiesto set.

To get properties previously stored by the client, use SncGet Pr operti es

Status SncGet Properties(snc_conn, prop_reply_proc, client_data);

snt_conn The session management connection object.

10
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prop_reply_proc Thecallback to beinvoked when the properties reply comes back.
client_data This pointer to client datawill be passed to the Snt Pr opRepl yPr oc callback.
The return value of SncGet Properti es iszero for failure and a positive value for success.

Note that the library does not block until the properties reply comes back. Rather, a callback of type
SncPr opRepl yPr oc isinvoked when the datais ready.

typedef void (*SncPropReplyProc)(snc_conn, client_data, num props,
props) ;

snc_conn The session management connection object.

client _data Thispointerto client datawill be passed to the SncPr opRepl yPr oc callback.
num pr ops The number of properties returned.

props Thelist of properties returned.

To free each property, use SnFr eePr oper t y (see section 8, “Freeing Data’). To free the actual array
of pointers, usefr ee

Interacting With the User

After receiving a “ Save Yourself” message with ani nt er act _styl e of S nt er act St yl eEr -

rors or S nt er act St yl eAny the client may choose to interact with the user. Because only one
client can interact with the user at atime, the client must call Sntl nt er act Request and wait for an
“Interact” message from the session manager.

St at us Sntl nt er act Request (snt_conn, di al og_type, i nteract _proc,
client_data);

snt_conn The session management connection object.
di al og_type The type of dialog the client wishesto present to the user.

i nteract _proc The callback to be invoked when the “Interact” message arrives from the session
manager.

client_data Thispointer to client datawill be passedtothe Sntl nt er act Pr oc callback when
the “Interact” message arrives.

Thereturn value of Sntl nt er act Request iszero for failure and a positive value for success.

Thedi al og_t ype argument specifieseither ShDi al ogEr r or indicating that the client wantsto start
an error dialog, or SnDi al ogNor nal meaning that the client wishes to start a nonerror dialog.

Note that if a shutdown isin progress, the user may have the option of cancelling the shutdown. If the
shutdown is cancelled, the clients that have not interacted yet with the user will receive a “ Shutdown
Cancelled” message instead of the “Interact” message.

TheSntl nt er act Pr oc callback will beinvoked when the “Interact” message arrives from the session
manager.

typedef void (*SnhtlnteractProc)(snc_conn, client_data);

11
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snt_conn The session management connection object.
client_data Client dataspecified when the callback was registered.

After interacting with the user (in response to an “Interact” message), you should call Sl nt er act -
Done

voi d Sncl nt eract Done(snc_conn, cancel _shut down);
snt_conn The session management connection object.
cancel _shutdown If True, indicates that the user requests that the entire shutdown be cancelled.

The cancel _shut down argument may only be Tr ue if the corresponding “Save Yourself” spec-
ified True for shutdown and Sm nteract Styl eErrors or S nt eract Styl eAny for the
i nteract _style.

Requesting a Save Yourself

To request a checkpoint from the session manager, use SntRequest SaveYour sel f

voi d SntRequest SaveYour sel f (snc_conn, save_type, shut down,
i nteract_style, fast, global);

snt_conn The session management connection object.
save_type Specifies the type of information that should be saved.
shut down Specifiesif a shutdown istaking place.

i nteract _styl e Thetypeof interaction allowed with the user.
f ast If Tr ue the client should save its state as quickly as possible.
gl obal Controls who gets the “ Save Y ourself.”

Thesave_t ype, shut down,i nteract_styl e, andf ast arguments are discussed in more detail
in section 5.1.1, “The Save Y ourself Callback.”

If gl obal issettoTr ue thentheresulting“ Save Y ourself” should be sent to all clientsin the session. For
example, avendor of a Uninterruptible Power Supply (UPS) might include a Session Management client
that would monitor the status of the UPS and generate a fast shutdown if the power is about to be lost.

If global is set to Fal se then the “Save Yourself” should only be sent to the client that requested it.

Requesting a Save Yourself Phase 2

In response to a “Save Yourself”, the client may request to be informed when al the other clients are
quiescent so that it can save their state. To do so, use SncRequest SaveYour sel f Phase2

St at us SntRequest SaveYour sel f Phase2(snt_conn,
save_yoursel f_phase2 proc, client_data);

snt_conn The session management connection object.

save_type _phase2 proc Thecalback to beinvoked when the“Save Y ourself Phase 2" message
arrives from the session manager.

12
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client_data This pointer to client data will be passed to the
SncSaveYour sel f Phase2Pr oc calback when the “Save Y our-
self Phase 2" message arrives.

The return value of SntRequest SaveYour sel f Phase?2 is zero for failure and a positive value for
success.

This request is needed by clients that manage other clients (for example, window managers, workspace
managers, and so on). The manager must make sure that all of the clients that are being managed are in
an idle state so that their state can be saved.

Completing a Save Yourself

After saving statein response to a“ Save Y ourself” message, you should call St SaveYour sel f Done
voi d SntSaveYour sel f Done(snht_conn, success);

snt_conn The session management connection object.

success If True the“Save Yourself” operation was completed successfully.

Before calling St SaveYour sel f Done the client must have set each required property at least once
since the client registered with the session manager.

Using Smc Informational Functions

i nt SntProtocol Version(snt_conn);

SntPr ot ocol Ver si on returns the major version of the session management protocol associated with
this session.

i nt SntProtocol Revision(snc_conn);

SntPr ot ocol Revi si on returnsthe minor version of the session management protocol associated with
this session.

char *SntVendor (snt_conn);

SntVendor returns astring that provides some identification of the owner of the session manager. The
string should be freed with acall tof r ee

char *SntRel ease(snt_conn);

SntRel ease returnsastring that provides the rel ease number of the session manager. The string should
befreed withacall tof r ee

char *SntdientlD(snt_conn);

Sntd i ent | Dreturns anull-terminated string for the client 1D associated with this connection. Thisin-
formation was aso returned in Snc OpenConnect i on (itisprovided herefor convenience). Cal f r ee
on this pointer when the client ID is no longer needed.

I ceConn SntCet | ceConnecti on(snt_conn);

SntGet | ceConnect i on returns the ICE connection object associated with this session management
connection object. The ICE connection object can be used to get some additional information about
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the connection. Some of the more useful functions which can be used on the IceConn are | ceCon-
necti onNunber, | ceConnecti onString, | ceLast Sent SequenceNunber, | ceLast Re-
cei vedSequenceNunber, and | cePi ng. For further information, see the “Inter-Client Exchange
Library” standard.

Error Handling

If the client receives an unexpected protocol error from the session manager, an error handler is invoked
by SMlib. A default error handler exists that simply prints the error message to st der r and exits if the
severity of the error isfatal. The client can change this error handler by calling the Snt Set Er r or Han-
dl er function.

SntError Handl er SntSet Er r or Handl er (handl er) ;

The error handler. Y ou should pass NULL to restore the default handler.
SntSet Er r or Handl er returnsthe previous error handler.

The SncEr r or Handl er hasthe following type:

typedef void (*SncErrorHandl er) (sntc_conn, swap, offending_m nor_opcode,
of f endi ng_sequence_num error_cl ass, severity, values);

snt_conn The session management connection object.

swap A flag that indicates if the specified values need byte swapping.
of f endi ng_mi nor _opcode The minor opcode of the offending message.

of f endi ng_sequence_num The sequence number of the offending message.

error_cl ass The error class of the offending message.

severity | ceCanCont i nue, | ceFat al ToPr ot ocol ,or| ceFat al To-
Connecti on

val ues Any additional error values specific to the minor opcode and class.

Note that this error handler isinvoked for protocol related errors. To install an error handler to be invoked
when an 10 error occurs, use | ceSet | OEr r or Handl er For further information, see the “Inter-Client
Exchange Library” standard.
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Chapter 6. Session Management Server
(Sms) Functions

This section discusses how Session Management servers:

* Initialize the library

* Register the client

» Send a“Save Yourself” message

» Send a“Save Yourself Phase 2" message

» Send an “Interact” message

* Send a“Save Complete’” message

» Send a“Die’ message
» Cancel ashutdown
 Return properties

» Pingaclient

 Clean up after aclient disconnects

» Use Smsinformational functions

» Handleerrors

Initializing the Library

Snsl nitialize isthe first SMlib function that should be called by a session manager. It provides
information about the session manager and registers a callback that will beinvoked each time anew client
connects to the session manager.

Status Smslnitialize(vendor, release, new client _proc, nanager_data,

host based_aut h_proc,
vendor
rel ease

new client_proc

manager _dat a

host _based_aut h_proc
error_length

error_string_ret

error _length, error_string ret);
A string specifying the session manager vendor.
A string specifying the session manager release number.

Cadlback to be invoked each time a new client connects to the session
manager.

When the SmsNewCl i ent Proc calback is invoked, this pointer to
manager datawill be passed.

Host based authentication callback.
Length of theerror _stri ng_ret argument passed in.

Returns a null-terminated error message, if any. The
error_string_ret pointsto user supplied memory. No more than
error _| engt h bytesare used.
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After the Snsl ni ti al i ze function is called, the session manager should call the | ceLi st enFor -
Connect i ons function to listen for new connections. Afterwards, each time a client connects, the ses-
sion manager should call | ceAccept Connecti on

See section 9, “Authentication of Clients,” for more details on authentication (including host based au-
thentication). Also see the “Inter-Client Exchange Library” standard for further details on listening for
and accepting | CE connections.

Each time a new client connects to the session manager, the Sms NewCl i ent Pr oc callback isinvoked.
The session manager obtains a new opaque connection object that it should use for al future interaction
with the client. At this time, the session manager must also register a set of callbacks to respond to the
different messages that the client might send.

typedef Status (*SnsNewd ientProc)(sns_conn, nanager_data, nask ret,
cal | backs_ret, failure_reason ret);

sms_conn A new opague connection object.

manager _dat a Manager data specified when the callback was registered.

mask_r et On return, indicates which callbacks were set by the session manager.
cal | backs_ret On return, contains the callbacks registered by the session manager.

failure_reason_ret Failurereason returned.

If afailure occurs, the Sms NewCl i ent Pr oc should return a zero status as well as allocate and return a
fallurereason stringinf ai | ur e_r eason_r et . SMlib will be responsible for freeing this memory.

The session manager must register a set of callbacksto respond to client events. Thenmask_r et argument
specifies which callbacks are set. All of the callbacks specified in this version of SMlib are mandatory.
The mask_r et argument is necessary in order to maintain backwards compatibility in future versions
of thelibrary.

The following values may be ORed together to obtain a mask value:

SnmeRegi st er d i ent ProcMask

Snsl nt er act Request ProcMask

Snsl nt er act DonePr ocMask
SnmeSaveYour sel f Request Pr ocMask
SneSaveYour sel f P2Request Pr ocMask
SneSaveYour sel f DonePr ocMask
SnmsCl oseConnect i onProcMask
SnsSet Properti esProcMask

SnsDel et eProperti esProcMask
SneCet Properti esProcMask

For each callback, the session manager can register a pointer to manager data specific to that callback.
This pointer will be passed to the callback when it isinvoked by SMlib.

typedef struct {
struct {
SnmsRegi sterCl i ent Proc cal | back;
SnPoi nt er manager _dat a;
} register_client;
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struct ({
Snsl nt er act Request Proc cal | back;
SnPoi nt er manager _dat a;

} interact_request;

struct {
Snsl nt er act DonePr oc cal | back;
SnPoi nt er manager _dat a;

} interact_done;

struct {
SnmeSaveYour sel f Request Proc cal | back
SnPoi nt er manager _dat a;

} save_yoursel f_request;

struct {
SnmsSaveYour sel f Phase2Request Proc cal | back
SnPoi nt er manager _dat a;

} save_yoursel f _phase2_request;

struct {
SnmsSaveYour sel f DoneProc cal | back
SnPoi nt er manager _dat a;

} save_yoursel f_done;

struct {
SnmsCl oseConnecti onProc cal | back
SnPoi nt er manager _dat a;

} close_connecti on;

struct {
SnmeSet Properti esProc cal |l back
SnPoi nt er manager _dat a;

} set_properties;

struct {
SnsDel et eProperti esProc cal |l back
SnPoi nt er manager _dat a;

} delete_properties;

struct {
SmeCet Properti esProc cal |l back
SnPoi nt er manager _dat a;

} get_properties;

} SnsCal | backs;

The Register Client Callback

The Register Client callback isthefirst callback that will beinvoked after the client connectsto the session
manager. Itstypeis SmsRegi st er Cl i ent Proc

t ypedef St at us (*SnmsRegi sterd i ent Proc) (snms_conn, manager _dat a
previous_id);
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sns_conn The session management connection object.
manager _data Manager data specified when the callback was registered.
previous_id Theclient ID from the previous session.

Before any further interaction takes place with the client, the client must be registered with the session
manager.

If the client is being restarted from a previous session, pr evi ous_i d will contain a null-terminated
string representing the client ID from the previous session. Call f r ee on the pr evi ous_i d pointer
when it isno longer needed. If the client isfirst joining the session, pr evi ous_i d will be NULL.

If previ ous_i disinvalid, the session manager should not register the client at thistime. This callback
should return a status of zero, which will cause an error message to be sent to the client. The client should
re-register with previous id set to NULL.

Otherwise, the session manager should register the client with aunique client 1D by calling the Sns Reg-

i sterCient Reply function (to be discussed shortly), and the SmsRegi st er Cl i ent Proc call-
back should return a status of one.

The Interact Request Callback

The Interact Request callback is of type Snsl nt er act Request Pr oc

t ypedef voi d (*Smsl nt er act Request Proc) (snms_conn, manager _dat a,
di al og_type);
sns_conn The session management connection object.

manager _data Manager data specified when the callback was registered.
di al og_type Thetype of diaog the client wishesto present to the user.

When a client receives a “Save Yourself” message with an i nt eract _styl e of Smi nt er act -
Styl eErrors or Sm nt eract St yl eAny the client may choose to interact with the user. Because
only one client can interact with the user at atime, the client must request to interact with the user. The
session manager should keep aqueue of all clientswishing tointeract. It should send an “Interact” message
to one client at atime and wait for an “Interact Done” message before continuing with the next client.

Thedi al og_t ype argument specifieseither ShDi al ogEr r or indicating that the client wantsto start
an error dialog, or SnDi al ogNor nal meaning that the client wishes to start a nonerror dialog.

If a shutdown is in progress, the user may have the option of cancelling the shutdown. If the shutdown

is cancelled (specified in the “Interact Done” message), the session manager should send a “ Shutdown
Cancelled” message to each client that requested to interact.

The Interact Done Callback

Whentheclient isdoneinteracting withtheuser, the Sns | nt er act DonePr oc callback will beinvoked.

t ypedef voi d (*Smsl nt eract DoneProc) (sns_conn, manager _dat a,
cancel _shut down);

sns_conn The session management connection object.
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manager _dat a Manager data specified when the callback was registered.
cancel _shut down Specifiesif the user requests that the entire shutdown be cancelled.

Note that the shutdown can be cancelled only if the corresponding “Save Y ourself” specified Tr ue for
shutdownand Smi nt er act St yl eError s or Snl nt er act St yl eAny forthei nt eract _styl e.

The Save Yourself Request Callback

The Save Y ourself Request callback is of type Sms SaveYour sel f Request Proc

t ypedef voi d (*SaveYour sel f Request Proc) (sns_conn, manager _dat a,
save_type, shutdown, interact_style, fast, global);

sns_conn The session management connection object.

nmanager _dat a Manager data specified when the callback was registered.
save_type Specifies the type of information that should be saved.

shut down Specifiesif a shutdown istaking place.

i nteract_styl e Thetype of interaction allowed with the user.

f ast If Tr ue the client should save its state as quickly as possible.
gl obal Controls who gets the “ Save Y ourself.”

The Save Y ourself Request prompts the session manager to initiate a checkpoint or shutdown. For infor-
mation on the save_t ype, shut down, i nt eract _styl e, and f ast arguments, see section 6.3,
“Sending a Save Y ourself Message.”

If gl obal issettoTr ue thentheresulting“ Save Y ourself” should be sent to all applications. If gl obal
isset to Fal se then the “Save Y ourself” should only be sent to the client that requested it.

The Save Yourself Phase 2 Request Callback

The Save Y ourself Phase 2 Request callback is of type SnsSaveYour sel f Phase2Request Proc

t ypedef voi d (*SmsSaveYour sel f Phase2Request Proc) (snms_conn,
manager _dat a) ;

sns_conn The session management connection object.
manager _data Manager data specified when the callback was registered.

Thisrequest is sent by clients that manage other clients (for example, window managers, workspace man-
agers, and so on). Such managers must make sure that all of the clients that are being managed arein an
idle state so that their state can be saved.

The Save Yourself Done Callback

When the client is done saving its state in response to a“ Save Y ourself” message, the Sirs SaveYour -
sel f DonePr oc will be invoked.

typedef void (*SaveYoursel f DoneProc)(snms_conn, manager _data, success);
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sns_conn The session management connection object.
manager _data Manager data specified when the callback was registered.
success If Tr ue the Save Y ourself operation was completed successfully.

Before the “ Save Y ourself Done” was sent, the client must have set each required property at least once
since it registered with the on manager.

The Connection Closed Callback

If the client properly terminates (that is, it calls SncCl oseConnect i on, the SnsCl oseConnec-
ti onPr oc callback isinvoked.

typedef void (*SnsC oseConnectionProc)(sns_conn, manager _data, count,
reason_nsgs);

sns_conn The session management connection object.

manager _data Manager data specified when the callback was registered.

count The number of reason messages.

reason_nsgs  Thereasonsfor closing the connection.

Ther eason_nsgs argument will most likely be NULL and the count argument zero (0) if resignation
isexpected by the user. Otherwise, it containsalist of null-terminated Compound Text strings representing

the reason for termination. The session manager should display these reason messages to the user.

Call SnFr eeReasons tofreethereason messages. For further information, see section 8, “Freeing Data”

The Set Properties Callback

When the client sets session management properties, the Srs Set Pr oper ti esPr oc calback will be

invoked.

typedef void (*SnsSet Properti esProc)(sns_conn, nanager_data, num props,
props);

sns_conn The session management connection object.

manager _data Manager data specified when the callback was registered.
num pr ops The number of properties.
props Thelist of propertiesto set.

The properties are specified as an array of property pointers. For a description of session management
properties and the SmProp structure, see section 7, “ Session Management Properties.”

Previously set property values may be over-written. Some properties have predefined semantics. The ses-
sion manager is required to store nonpredefined properties.

To free each property, use SnFr eePr oper t y. For further information, see section 8, “Freeing Data’
Y ou should free the actual array of pointerswith acall tof r ee
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The Delete Properties Callback

When the client deletes session management properties, the SmsDel et ePr operti esPr oc calback
will be invoked.

t ypedef voi d (*SnsDel et ePropertiesProc)(sns_conn, manager _dat a,
num_props, prop_nanes);

sns_conn The session management connection object.

manager _data Manager data specified when the callback was registered.
num pr ops The number of properties.

prop_nanes Thelist of propertiesto delete.

The properties are specified as an array of strings. For a description of session management properties and
the SmProp structure, see section 7, “ Session Management Properties.”

The Get Properties Callback

The SmsGet Pr operti esPr oc calback isinvoked when the client wantsto retrieve properties it set.
typedef void (*SnmsCGet PropertiesProc)(sns_conn, manager _data);

sns_conn The session management connection object.

manager _data Manager data specified when the callback was registered.

The session manager should respond by calling Sns Ret ur nPr oper ti es. All of the properties set for
this client should be returned.

Registering the Client

To register a client (in response to a SmsRegi st er Cl i ent Pr oc callback), use SmsRegi st er -
CientReply.

Status SnsRegi sterClientReply(sns_conn, client_id);
sns_conn  The session management connection object.
client_id A null-terminated string representing a unique client ID.

The return value of SnsRegi st er C i ent Repl y is zero for failure and a positive value for success.
Failure will occur if SMlib can not allocate memory to hold a copy of the client ID for it's own internal
needs.

If anon-NULL pr evi ous_i d was specified when the client registered itself, cl i ent _i d should be
identical to pr evi ous_i d.

Otherwise, cl i ent _i d should beaunique ID freshly generated by the session manager. In addition, the
session manager should send a “Save Y ourself” message with t ype = Local , shut down = Fal se,
i nteract-styl e=None,andf ast =Fal se immediately after registering the client.

Note that once aclient ID has been assigned to the client, the client keeps this ID indefinitely. If the client
is terminated and restarted, it will be reassigned the same ID. It is desirable to be able to pass client IDs
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around from machine to machine, from user to user, and from session manager to session manager, while
retaining the identity of the client. This, combined with theindefinite persistence of client IDs, means that
client IDs need to be globally unique.

Y ou should call the SmsGener at ed i ent | Dfunction to generate aglobally unique client ID.
char *SnsCenerateCd ientlD(snms_conn);
sne_conn  The session management connection object.

NULL will be returned if the ID could not be generated. Otherwise, the return value of the function is the
client ID. It should be freed with acall to f r ee when no longer needed.

Sending a Save Yourself Message

To send a“Save Yourself” to aclient, use Sns SaveYour sel f.

void SnsSaveYoursel f(sns_conn, save_type, shutdown, interact_style,
fast);

sns_conn The session management connection object.

save_type Specifies the type of information that should be saved.

shut down Specifiesif a shutdown is taking place.

i nteract _styl e Thetypeof interaction alowed with the user.
f ast If Tr ue the client should save its state as quickly as possible.

The session manager sends a “ Save Yourself” message to a client either to checkpoint it or just before
termination so that it can saveits state. The client responds with zero or more “ Set Properties” messagesto
update the properties indicating how to restart the client. When all the properties have been set, the client
sends a“ Save Yourself Done” message.

Ifinteract _styl e isSnl nteract Styl eNone the client must not interact with the user while
saving state. If i nt eract _styl e isSm nt eract Styl eErrors the client may interact with the
user only if an error condition arises. If i nt eract _styl eisSm nt er act St yl eAny thentheclient
may interact with the user for any purpose. The client must send an “ Interact Request” message and wait
for an “Interact” message from the session manager before it can interact with the user. Whentheclient is
doneinteracting with the user, it should send an “ Interact Done” message. The " Interact Request” message
can be sent any time after a“ Save Y ourself” and before a*“ Save Y ourself Done.”

If save_t ypeisSnSavelLocal theclient must update the propertiesto reflect its current state. Specif-
ically, it should save enough information to restore the state as seen by the user of this client. It should
not affect the state as seen by other users. If save_t ype isSnBaved obal the user wants the client
to commit all of its data to permanent, globally accessible storage. If save_t ype is SnSaveBot h the
client should do both of these (it should first commit the data to permanent storage before updating its
properties).

The shut down argument specifies whether the session is being shut down. The interaction is different
depending on whether or not shutdown is set. If not shutting down, then the client can save and resume
normal operation. If shutting down, the client must save and then must prevent interaction until it receives
either a“Di€’ or a“ Shutdown Cancelled,” because anything the user does after the save will be lost.

Thef ast argument specifies that the client should save its state as quickly as possible. For example, if
the session manager knows that power is about to fail, it should set f ast to Tr ue.
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Sending a Save Yourself Phase 2 Message

In order to send a“ Save Y ourself Phase 2" message to aclient, use SmsSaveYour sel f Phase2
voi d SnmsSaveYour sel f Phase2(snms_conn);
sns_conn The session management connection object.

The session manager sends this message to a client that has previously sent a “ Save Y ourself Phase 2
Request” message. This message informsthe client that al other clients arein afixed state and this client
can save state that is associated with other clients.

Sending an Interact Message

To send an “Interact” messageto aclient, use Snsl nt er act .
voi d Snsl nteract(sns_conn);
sns_conn The session management connection object.

The “Interact” message grants the client the privilege of interacting with the user. When the client is done
interacting with the user, it must send an “Interact Done” message to the session manager.

Sending a Save Complete Message

To send a*“ Save Complete” message to a client, use Sns SaveConpl et e.
voi d SnmsSaveConpl et e(snms_conn);
sns_conn The session management connection object.

The session manager sends this message when it is done with a checkpoint. The client is then free to
change its state.

Sending a Die Message

To send a“Di€’ messageto aclient, use SnsDi e.
voi d SnsDi e(sns_conn);
sns_conn The session management connection object.

Before the session manager terminates, it should wait for a“ Connection Closed” message from each client
that it sent a“ Die” message to, timing out appropriately.

Cancelling a Shutdown

To cancel ashutdown, use Sns Shut downCancel | ed.
voi d SmsShut downCancel | ed(snms_conn);

sns_conn The session management connection object.
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The client can now continue as if the shutdown had never happened. If the client has not sent a “ Save
Yourself Done” message yet, it can either abort the save and send a“ Save Y ourself Done” with the suc-
cess argument set to Fal se or it can continue with the save and send a “ Save Y ourself Done” with the
success argument set to reflect the outcome of the save.

Returning Properties

In response to a“ Get Properties’ message, the session manager should call SnsRet ur nPr operti es.
voi d SnmsRet urnProperties(sns_conn, num props, props);

sns_conn  The session management connection object.

num props The number of properties.

props Thelist of propertiesto return to the client.

The properties are returned as an array of property pointers. For a description of session management
properties and the SmProp structure, see section 7, “ Session Management Properties.”

Pinging a Client

To check that aclient is still alive, you should use the | cePi ng function provided by the ICE library.
To do so, the ICE connection must be obtained using the SnsCGet | ceConnect i on (see section 6.12,
“Using Sms Informational Functions”).

void I cePing(ice_conn, ping reply proc, client_data);

i ce_conn A valid ICE connection object.

pi ng_reply_proc Thecallback toinvoke when the Ping reply arrives.
client_data This pointer will be passed to the | cePi ngRepl yPr oc callback.

When the Ping reply is ready (if ever), the | cePi ngRepl yPr oc callback will be invoked. A session
manager should have some sort of timeout period, after which it assumes the client has unexpectedly died.

typedef void (*IcePi ngRepl yProc) (i ce_conn, client _data);
i ce_conn A valid ICE connection object.

client_data Theclient dataspecifiedinthecall tol cePi ng

Cleaning Up After a Client Disconnects

When the session manager receives a “ Connection Closed” message or otherwise detects that the client
aborted the connection, it should call the Sms Cl eanUp function in order to free up the connection object.

voi d SnsC eanUp(sns_conn);

sms_conn  The session management connection object.

Using Sms Informational Functions

i nt SnsProtocol Version(snms_conn);
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SnsPr ot ocol Ver si on returns the major version of the session management protocol associated with
this session.

i nt SnsProtocol Revi si on(snms_conn);

SnsPr ot ocol Revi si on returnsthe minor version of the session management protocol associated with
this session.

char *Snsd ientlD(snms_conn);

Snsd i ent | D returns a null-terminated string for the client ID associated with this connection. Y ou
should call f r ee on this pointer when the client ID is no longer needed.

To obtainthe host name of aclient, use Sns Cl | ent Host Nane. Thishost namewill be needed to restart
the client.

char *Snsd i ent Host Nane(sns_conn);

The string returned is of the form pr ot ocol / host nane, wherepr ot ocol isoneof {t cp,decnet,
| ocal }. Youshould call f r ee on the string returned when it is no longer needed.

| ceConn SnsCet | ceConnecti on(sns_conn);

SneCet | ceConnect i on returns the ICE connection object associated with this session management
connection object. The ICE connection object can be used to get some additional information about the
connection. Some of the more useful functionswhich can be used onthelceConnarel ceConnect i on-
Nunber and| ceLast SequenceNunber . For further information, see the“ Inter-Client Exchange Li-
brary” standard.

Error Handling

If the session manager receives an unexpected protocol error from aclient, an error handler isinvoked by
SMlib. A default error handler exists which simply prints the error message (it does not exit). The session
manager can change this error handler by calling SnsSet Er r or Handl er .

SnsEr r or Handl er SnsSet Er r or Handl er (handl er) ;
The error handler. Y ou should pass NULL to restore the default handler.

Sns Set Er r or Handl er returnsthe previous error handler. The SnsEr r or Handl er hasthe follow-
ing type:

typedef void (*SnmsErrorHandl er) (sms_conn, swap, offendi ng_m nor_opcode,
of f endi ng_sequence_num error_cl ass, severity, values);

sns_conn The session management connection object.

swap A flag which indicates if the specified values need byte swapping.
of f endi ng_m nor _opcode The minor opcode of the offending message.

of f endi ng_sequence_num The sequence number of the offending message.

error_cl ass The error class of the offending message.

severity | ceCanConti nue, | ceFat al ToPr ot ocol ,orl ceFat al To-
Connecti on
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val ues Any additional error values specific to the minor opcode and class.

Note that this error handler isinvoked for protocol related errors. To install an error handler to be invoked

when an |O error occurs, use | ceSet | CEr r or Handl er . For further information, see the “ Inter-Client
Exchange Library” standard.
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Each property is defined by the SmProp structure:

typedef struct {

char *name; /* nane of property */

char *type; /* type of property */

int numvals; /* nunber of values */
SnPropVal ue *vals; /* the list of values */
} SnProp;

typedef struct {

int length; /* the length of the value */
SnPoi nter value; /* the value */

} SnPropVal ue;

The X Session Management Protocol definesalist of predefined properties, several of which are required
to be set by the client. The following table specifies the predefined properties and indicates which ones
are required. Each property has atype associated with it.

A type of SMCARDS indicates that there is a single 1-byte value. A type of SMARRAY 8 indicates that
thereisasingle array of bytes. A type of SmLISTofARRAY 8 indicatesthat thereisalist of array of bytes.

Name Type POSIX Type Required
SmCloneCommand OS-specific SmLISTofARRAY 8 Yes
SmCurrentDirectory OS-specific SmMARRAY 8 No
SmDiscardCommand OS-specific SmLISTofARRAY 8 No*
SmEnvironment OS-specific SmLISTofARRAY 8 No
SmProcessiD OS-specific SmMARRAY 8 No
SmProgram OS-specific SmMARRAY 8 Yes
SmRestartCommand OS-specific SmLISTofARRAY 8 Yes
SmResignCommand OS-specific SmLISTofARRAY 8 No
SmRestartStyleHint SmCARDS SmCARDS No
SmShutdownCommand OS-specific SmLISTofARRAY 8 No
SmUserID SmARRAY 8 SmARRAY 8 Yes

* Required if any state is stored in an external repository (for example, statefile).

» SmCloneCommand
This is like the SmRestartCommand, except it restarts a copy of the application. The only difference
is that the application does not supply its client ID at register time. On POSIX systems, this should be
of type SMLISTofARRAY 8.

e SmCurrentDirectory
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Session Management Properties

On POSIX-bhased systems, this specifies the value of the current directory that needs to be set up prior
to starting the SmProgram and should of type SMARRAY 8.

SmDiscardCommand

The discard command contains a command that when delivered to the host that the client is running on
(determined from the connection), will causeit to discard any information about the current state. If this
command is not specified, the Session Manager will assume that al of the client's state is encoded in
the SmRestartCommand. On POSIX systems, the type should be SmLISTofARRAY 8.

SmEnvironment

On POSIX based systems, this will be of type SmLISTofARRAY 8, where the ARRAY 8s alternate
between environment variable name and environment variable value.

SmProcess|D

This specifies an OS-specific identifier for the process. On POSIX systems, this should contain the
return value of get pi d turned into a Latin-1 (decimal) string.

SmProgram

Thisisthe name of the program that isrunning. On POSI X systems, this should befirst parameter passed
to execve and should be of type SMARRAY 8.

SmRestartCommand

The restart command contains a command that, when delivered to the host that the client is running
on (determined from the connection), will cause the client to restart in its current state. On POSI X-
based systems, thisis of type SmLISTofARRAY 8, and each of the elements in the array represents an
eementinthear gv array. Thisrestart command should ensurethat the client restarts with the specified
client-ID.

SmResignCommand

A client that setsthe SmRestartStyleHint to SmRest ar t Anyway uses this property to specify acom-
mand that undoesthe effect of the client and removesany saved state. Asan example, consider auser that
runs xmodmap which registers with the Session Manager, sets SmRestartStyleHint to SRest ar -

t Anyway, and then terminates. To allow the Session Manager (at the user's request) to undo this,
xmodmap would register a SmResignCommand that undoes the effects of the xmodmap.

SmRestartStyleHint

If the SmRestartStyleHint is present, it will contain the style of restarting the client prefers. If this style
isnot specified, SmRest art | f Runni ng isassumed. The possible values are as follows:

Name Value
SnRest art | f Runni ng 0
SnRest ar t Anyway
SnRestart | nmedi atel y
SnRest art Never

w N P

TheSnRest art | f Runni ng styleisused in the usual case. The client should be restarted in the next
session if it was running at the end of the current session.
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TheSnRest ar t Anyway styleisused totell the Session Manager that the appli cation should be restart-
ed in the next session even if it exits before the current session is terminated. It should be noted that
thisisonly a hint and the Session Manager will follow the policies specified by its usersin determining
what applications to restart.

A client that uses SmRest art Anyway should also set the SmResignCommand and SmShutdown-
Command properties to commands that undo the state of the client after it exits.

The SmRestartimmediately style is like SmRestartAnyway, but, in addition, the client is meant to run
continuoudly. If the client exits, the Session Manager should try to restart it in the current session.

SnmRest art Never style specifies that the client does not wish to be restarted in the next session.
SmShutdownCommand

This command is executed at shutdown time to clean up after a client that is no longer running but
retained its state by setting SmRestartStyleHint to SmRest ar t Anyway . The client must not remove
any saved state as the client is till part of the session. As an example, consider a client that turns
on a camera at start up time. This client then exits. At session shutdown, the user wants the camera
turned off. This client would set the SmRestartStyleHint to SnRest ar t Anyway and would register
a SmShutdownCommand that would turn off the camera.

SmUserlD

Specifiesthe user ID. On POSI X -based systems, thiswill contain the user's name (the pw_nanme mem-
ber of struct passwd).
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Chapter 8. Freeing Data

To freeanindividual property, use Sntr eePr operty

voi d SnfreeProperty(prop);

prop The property to free.

To free the reason strings from the Sms Cl oseConnect i onPr oc calback, use SnFr eeReasons
voi d SnfreeReasons(count, reasons);

count The number of reason strings.

reasons Thelist of reason stringsto free.
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Chapter 9. Authentication of Clients

As stated earlier, the session management protocol islayered on top of ICE. Authentication occurs at two
levelsin the ICE protocol:

» Thefirst iswhen an ICE connection is opened.
» The second is when a Protocol Setup occurs on an |CE connection.
The authentication methods that are available are implementation-dependent (that is., dependent on the

ICElib and SMlib implementations in use). For further information, see the “Inter-Client Exchange Li-
brary” standard.
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Chapter 10. Working in a Multi-
Threaded Environment

To declare that multiple threads in an application will be using SMlib (or any other library layered on top
of ICElib), you should call | cel ni t Thr eads. For further information, see the “Inter-Client Exchange
Library” standard.
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